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 Autenticacao e autorizacao sao dois processos distintos, mas
complementares, que garantem a seguranca e o0 acesso controlado a
recursos.

A autenticacao verifica a identidade de um usuario ou dispositivo, enquanto
a autorizacao determina quais recursos esse usuario ou dispositivo pode
acessar e com quais niveis de permissao.

 Esses conceitos sao fundamentais na seguranca de APIs.



Autenticacao (Authentication)

 Processo de verificar a identidade de um usuario ou sistema.
« Responde: “Quem € vocé?”
« Exemplo: login com usuario e senha, biometria, token.
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* Processo de definir os privilégios e permissoes de um usuario autenticado.
« Responde: “O que vocé pode fazer?”
« Exemplo: um usuario comum nao pode acessar funcoes de administrador.




JWT (JSON Web Token) o
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« JWT (JSON Web Token) € um padrao para autenticacao e troca segura de
informacoes entre sistemas, usando objetos em formato JSON.

« Padrao aberto (RFC 7519).

e Como funciona:

O usuario faz login — o servidor gera um JWT e envia para o cliente.
* O cliente guarda o token (ex.: no navegador, postman, etc).

* Em cada requisicao, o cliente envia o JWT — o servidor valida a assinatura e

2 JWT

autoriza ou nao a acao.

JSON WEB Token
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« Compacto: pode ser transmitido facilmente em URLs, parametros POST ou
em um cabecalho HTTP.

« Autocontido: o payload armazena todas as informacoes necessarias sobre o
usuario, reduzindo a necessidade de multiplas consultas ao banco de dados.

* Padrao em APIs REST: amplamente utilizado e suportado em diversas
linguagens e frameworks.

 Flexibilidade: pode carregar tanto dados de autenticacao quanto

e JWT

informacoes adicionais.

JSON WEB Token




Caracteristicas do JWT ar
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« Um token JWT e dividido em 3 partes, separadas por pontos (.):
» Header (Cabecalho): informa o algoritmo de criptografia e o tipo do token.

« Payload (Corpo/Dados): contém as informacodes (claims) do usuario, como ID,
permissoes etc.

 Signature (Assinatura): garante a integridade do token e que nao foi alterado.

XXXXX.VYYYVYYV.Z2Z2ZZZ
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« O Flask-JWT-Extended € uma extensao do Flask que facilita a
implementacao de autenticacao e autorizacao baseada em JWT.

 Ele nao serve para armazenar senhas, mas sim para gerar, validar e
gerenciar tokens JWT que serao usados para proteger os endpoints da sua
API.

e Instalacao: pipenv install flask-jwt-extended



Flask-JWT-Extended s
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« Documentacao: https://flask-jwt-extended.readthedocs.io/en/stable/
Flask-JWT-Extended’s Documentation

* Installation

* Automatic User Loading

* Storing Additional Data in JWTs
« Partially protecting routes

* JWT Locations

o Headers

o Token Freshness Pattern

* JWT Revoking / Blocklist

o Revoking Refresh Tokens
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Flask-JWT-Extended

Flask-JWT-Extended’s Documentation

Installation

Automatic User Loading
Storing Additional Data in JWTs

Partially protecting routes
JWT Locations

© Headers

...................................

o Token Freshness Pattern
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Integrando suporte a JWT ao app Flask

import click

from flask import Flask, current app

from flask sqlalchemy import SQLAlchemy

from sglalchemy.orm import DeclarativeBase, Mapped, mapped column
from flask jwt extended import JWTManager

from datetime import datetime

from sqlalchemy import func

class Base(DeclarativeBase):
pass

db = SQLAlchemy(model class=Base)
jwt = JWTManager()
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Integrando suporte a JWT ao app Flask

import click

from flask import Flask, current app

from flask sqlalchemy import SQLAlchemy

from sglalchemy.orm import DeclarativeBase, Mapped, mapped column
from flask jwt extended import JWTManager

from datetime import datetime
from sqlalchemy import func

class Base(DeclarativeBase):
pass

db = SQLAlchemy(model class=Base) A classeIJWTMan.ager() £ ¢
jwt = JWTManager () responsavel por integrar o

suporte a JWT no app Flask.
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lef create app(test config=None):

app = Flask( name , instance relative config=True)
app.config.from mapping(
SECRET KEY='dev',
SQLALCHEMY DATABASE URI='sqlite:///blog.sqlite’,
JWT SECRET KEY="super-secret”

app.cli.add command(init db command)

db.init app(app)
jwt.init app(app)

from controllers import user
app.register blueprint(user.app)
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Integrando suporte a JWT ao app Flask

- create app(test config=

): O JWT_SECRET_KEY é a chave
app = Flask( name , instance relative config secreta usada para assinar
app.config.from mapping - - digitalmente os tokens JWT.
SECRET KEY='dev',
SQLALCHEMY_DATABASE URI='sqlite:///blog.sq Ao gerar um token, ele nao e
JWT_SECRET_KEY="super-secret" apenas um JSON comum. Ele é
_ assinado usando um algoritmo
criptografico (por padrao HMAC
SHA-256) junto com a chave
secreta.

app.cli.add command(init db command)

db.init app(app)
jwt.init app(app)
Isso garante que ninguém
consiga alterar o conteudo do
token sem que seja detectado,.

from controllers import user
app.reglster_blueprint(uaer.app)




Criando a rota de login com Blueprint no Flask NeTTUTO

FEDERAL

Baiano

EXPLORADOR

vPROJE..[T BT U & controllers > % auth.py

? _ pycache
~ conktrollers
? _ pycache
® auth.py
s user.py
“ instance
= blog.sqlite
.gitignore
= application.py
= Pipfile
{} pipfile.lock




Criando a rota de login com Blueprint no Flask =
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\ PROJETO_FLASK_BLOG controllers » @ auth.py » ...
> __pycache__ from flask import Blueprint,
S conbrollers from http import
> __pycache

» auth.py

app = Blueprint("auth", name , url prefix="/auth")

@ user.py

v Instance

= blog.sqlite



Criando a rota de login com Blueprint no Flask ,N_;,T:To

FEDERAL

Baiano

from flask jwt extended import create access token

app = Blueprint("auth", name , url prefix="/auth")

"/login")

request.get json()
username = data.get("username")
password = data.get("password")

if not data or not username or not password:
return {"msg": "Username and password required"}, HTTPStatus.BAD REQUEST

if username != "test" or password != "test":
return {"msg": "Bad username or password"}, HTTPStatus.UNAUTHORIZED

access token = create access token(identity=username)
return {"access token": access token}, HTTPStatus.OK




Criando a rota de login com Blueprint no Flask
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from flask jwt extended import create access token

app = Blueprint("auth", name , url prefix="/auth")

eapp. post("/login") Método do Flask-JWT-
| 1091”“ Extended que serve para
data = request.get json()
username = data.get("username") gerar um token JWT de
password = data.get("password") aCesso.

if not data or not username or not password:

identity pode ser qualquer

return {"msg": "Username and password required*%}, lqgntlflcador Unico do
usuario, como id, username

if username != "test" or password != "test’~ ou email.

return {"msg": "Bad username or password"}, HTTPS No Flask-JWT-Extended. a
b
access token = create access token(identity=username) validade padrao do access

return {"access token": access token}, HTTPStatus.OK token € 15 minutos.



Criando a rota de login com Blueprint no Flask

from controllers import user
app.register blueprint(user.app)

from controllers import auth
app.register blueprint(auth.app)
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Verificando login e tokens no Postman e

—] user

—] post
— auth
POST login

credit-application-system

opencep.com %’ material-c

RESTful APl with Java 17 and Springboot 3

udemy._spring_boot_course

User_API

localhost:5000/auth/login

Authori Headers (9)
8 hidden

Key

Content-Type
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Value Descript...

application/json




Verificando login e tokens no Postman
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localhost:5000/auth/login

Params Authorization Headers (9) Body [ests Settings

form-data x-www-form-urlencoded GraphQL

"username" :
"password":

9

Save Response

Lo

8hN1G1hRD_




Verificando login e tokens no Postman
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login

localhost:5000/auth/login

Params Authorization Headers (9) Body Tests Settings

form-data x-www-form-urlencoded @ raw binary GraphQL

"username": "test"

400 BAD REQUEST oms = 221B @ Save Response




Verificando login e tokens no Postman

login

localhost:5000/auth/login
Params Authorization Headers (9) Body Scripts Tests Settings

form-data X-www-form-urlencoded ® raw binary GraphQL

"username":
"password":

401 UNAUTHORIZED S5 ms 21¢ -@:

o
o

(<Y

ve Response

O

o000

&’
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« O jwt.io € uma ferramenta online para trabalhar com JSON Web Tokens
(JWTs) que permite gerar e decodificar tokens para visualizar o header, o
payload (com as informacoes do usuario e claims) e a assinatura, alem de
verificar se a assinatura é valida.

'?:i" JWT Debugger Intreduction Libraries Ask
Debugger g

JSON Web Token (JWT) Debugger

Decode, verify, and generate JSON Web Tokens, which are an open, industry standard careful

RFC 7519 method for representing claims securely between two parties.
Learn more about JWT  See JWT libraries

JWT Decoder .

Paste a JWT below that you'd like to decode, validate, and verify. Generate example
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JWT Decoder JWT Encoder

Paste a JWT below that you'd like to decode, validate, and verify. Generate example

ENCODED VALUE (0 Enable auto-focus DECODED HEADER

JSON WEB TOKEN (JWT) COPY | | CLEAR JSON CLAIMS TABLE

UERST ]
"alg": "HS2567,
. " JWT"

Invalid Signature

eyJhbGci0iJIUzIINiIsInR5cCISIkpXVCI9. eyImemVzaCI6ZmFsc2UsImlhdCIGMTCINT
U10DAxNCwianRpIjoiYWE3YTEyMzItMTZiMi@OMT1jLWESODQtMDFhMTZiYTdmYWY4Iiwid
HlwZSI6ImFjY2VzcyIsInN1YiI6InR1lc3QiLCIuYmYiOjESNTUINTgwMTQsImNzcmYi0il3 DECODED PAYLOAD

YmUSMmZkMCOYOWVhLTQIMTETOWEINIOxZWIiMT LkOThkZGUILCI1eHAIOjE3NTULINTgSMTR
9. z2WRxmF1e T fewACppyECSA72941iNUd14IR3dNQ5XTbg JSON  CLAIMS TABLE

"fresh": false,
"iat”: 1755558014,
"aa7al1232-16b2-419c-a%84-B1al1bba7faf8",
"access",
": "test”,

"nbf": 17555580814,

"csrf": "7be92fdB-29ea-4511-%9a56-1ebb19d98dde",
"exp": 1755558914

JWT SIGNATURE VERIFICATION (OPTIONAL)

Enter the secret used to sign the JWT below:
SECRET
signature verification failed

a-string-secret-at-least-256-bits-long
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JWT Decoder JWT

Paste a JWT below that you'd like to decode, validate, and verify. Generate example

ENCODED VALUE (0 Enable auto-focus DECODED HEADER

JSON WEB TOKEN (JWT) ey | [iEan JSON  CLAIMS TABLE

Valid JWT

Signature Verified

eyJhbGci0iJIUzIINiIsInRScCIGIkpXVCI9. eyImcmVzaCI6ZmFsc2UsImLhdCIGMTCINT
U10DAxNCwianRpIjoiYWE3YTEyMzItMTZiMi@OMT1jLWESODQtMDFhMTZiYTdmYWY4Iiwid
HlWZSI6IMFjY2VzcyIsInN1YiI6InR1c3QiLCIuYmYi0jESNTUINTgwMTQSImNZcmYi0iI3 DECODED PAYLOAD

YmUSMmZKMCOyOWVhLTQIMTETOWEINiI®xZWIIMTLkOThkZGUiLCI1eHAIOJE3NTUINTG5MTR

9. z2WRxmF 10T fewACppyECSA7294iNUd14IR3dNQ5X Tbg JSON

CLAIMS TABLE

"fresh": false,
"iat": 17555580814,
"aa7a1232-16b2-419c-a984-0B1a16ba7faf8",
": "access",
"test”,
"nbf": 17555580814,
"csrf": "7be92fdB-29ea-4511-9a56-1ebb19d98dde",
"exp": 1755558914

JWT SIGNATURE VERIFICATION (OPTIONAL)

Enter the secret used to sign the JWT below:
SECRET
Valid secret

super-secret
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« ApOs a criacao da autenticacao (login + geracao de JWT), o proximo passo €
a protecao dos endpoints.

 Por que proteger endpoints?
« Restringir acesso a recursos sensiveis: Sem protecao, qualquer pessoa
(mesmo sem login) poderia chamar /users, /delete_post, /admin etc.

» Garantir identidade do usuario: O token JWT traz no payload a identidade
(identity) do usuario logado.

« Controle de autorizacdao: Nao basta saber quem é o usuario (autenticacao).
Vocé tambem precisa decidir o que ele pode fazer (autorizacao).

« Seguranca contra ataques: Sem protecao, endpoints viram alvo facil para bots
ou usuarios mal-intencionados. Com JWT, vocé exige um token valido e
assinado, o que dificulta acessos indevidos.
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from flask jwt extended import jwt required

@app.get("/")
’ @jwt required()
def list users():
query = db.select(User)
result = db.session.execute(query)
users = result.scalars().all()

return |

J
L

"id": user.1id,

"username": user.username,
"emalil": user.email

1
J

for user in users
], HTTPStatus.OK
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Restringindo os endpoints

om flask jwt extended import jwt required

@app.get("/") O @jwt_required() € um
@jwt required() decorator do Flask-JWT-
- list users(): Extended usado para

query = db.select(User) proteger rotas da sua
result = db.session.execute(query) aplicacéo

users = result.scalars().all()

return [ Ele exige que um token
-“ JWT valido seja enviado na

"id": user.id, requisicao.
"username": user.username,
"emalil": user.email

S
for user in users
], HTTPStatus.OK
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Testando a rota protegida com JWT no Postman

list_users

localhost:5000/users

Params Authorization Headers (6)
Query Params

Key Value Description =cc  Bulk Edit

Body D) 401 UNAUTHORIZED 7 ms 220B - () [e2] Save Response eece

{} JSON v [> Preview ¢ = ) | ) &

1 4
2 "msg": "Missing A

§




Testando a rota protegida com JWT no Postman
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list_users

localhost:5000/users

Params Authorization Headers (7) Body Scripts [ests Settings
Headers 6 hidden
Key Value Descript... - Bulk Edit

Authorization Bearer eyJhbGciOiJlUzITNilsInR5cCIGl...

Body ') 200 OK 12 ms 38B - (& | [£] Save Response oo

{} JSON v [ Preview {9 Visualize v

"email": "maria@ifbaiano.edu.bz",
”j_d”: 1'
"username": "Maria“

"email”: "pedro@ifbaiano.edu.br",
tdi 2,
"username": "Pedro"
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Testando a rota protegida com JWT no Postman

list_users

;t:5000/users

O prefixo Bearer na
requisicao HTTP e usado ™"
para indicar que o valor

enviado no header
Authorization € um token
de acesso do tipo portador.

Value Descript... e« Bulk Edit Presets v

Bearer eyJhbGciOiJlUzITNilsInR5cCIGl...

Ele informa ao servidor que
a requisicao esta N =
autenticada com um JWT, |
permitindo que o backend
valide a identidade e as
permissoes do usuario.

ie” . "Marla

ne": "Pedro'



Testando a rota protegida com JWT no Postman

GET list_users

list_users

localhost:5000/users

Pz 1S Authorization

Auth Type

Bearer Token

"email":
rd e 1,
"username" :

"email":
S5 WD TR
"username" :

(I EE R AR RS X E R AR R R R RN R RY)
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» from werkzeug.security import generate password hash, check password hash

class User(db.Model):
id: Mapped[int] = mapped column(primary key=True)
username: Mapped[str] = mapped column
db.String(80), unique=True, nullable=False)
email: Mapped[str] = mapped column(db.String(120), nullable=True)

password hash: Mapped[str] mapped column(db.String(128), nullable=False)

def set password(self, password: str):
self.password hash = generate password hash(password)

ef check password(self, password: str) -> bool:
return check password hash(self.password hash, password)

def  repr (self) => str:
return f"User(id={self.id!r}, email={self.email!r})"
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A biblioteca werkzeug.security fornece funcoes simples e seguras para lidar
com senhas, como generate_password_hash, que transforma a senha em um
hash seguro antes de armazena-la no banco de dados, e
check_password_hash, que compara uma senha fornecida com o hash
armazenado para validar autenticacoes.

 Existem alternativas bastante usadas, como o Bcrypt, o Argon2 e o PBKDF2.



Armazenando senhas de forma segura usando hash
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@app post("/login")

login():

data = request.get json()
username = data.get("username")

password = data.get("password")

if not data or not username or not password:
return {"msg": "Username and password required"}, HTTPStatus.BAD REQUEST

user = User.query.filter by(username=username).first()

if user is None or not user.check password(password):
return {"msg": "Bad username or password"}, HTTPStatus.UNAUTHORIZED

access token = create access token(identity=user.username)
return {"access token": access token}, HTTPStatus.OK
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Armazenando senhas de forma segura usando hash

@click.command("init-db")
def init db command():
with current app.app context():
db.create all()

if not User.query.filter by(username="admin").first():

user = User(username="admin", email="admin@example.com")
user.set password("adminl23")
db.session.add(user)
db.session.commit()
click.echo("Usuario admin criado!")
else:
click.echo("Usuario admin ja existe.")

click.echo("Inicializando a base de dados...")
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* rm instance/blog.sqlite

« flask --app application init-db

instance > = blog.sqlite
O Linhas: 1 Atualizar paraPRO [ (]

TABELAS ' POFH 41 username £1  email 31 password_hash

post BO0 S[%]0) 200

user

1 admin admin@example.... scrypt:32768:8:1SA5Y1cV5hALFc6hlZS




Testando a rota protegida com JWT no Postman
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login

localhost:5000/auth/login

Authorization Headers (9) Body Scripts 2sts Settings

form-data x-www-form-urlencoded ® raw binary GraphQL

"username" :
"password":

9

> Response eeo

"access_token": "eyJhbGci0iJIUzIAINiIsInR5cCI6IkpXVCI9.
eyJImcmVzaCI6ZmFsc2UsImlhdCI6MTcINTUSNTg40Cwia

WZSI6IMFiY2VzeyIsInN1YiI6ImFkbWluIiwibmImIjoxNzUINTk10Dg4LCIjc3ImIjoiN]

YTAtMz1hNWImNGYzYzIxIiwiZXhwIjoxNzUINTk2Nzg4£fQ.




Testando a rota protegida com JWT no Postman
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list_users

localhost:5000/users

Params Authorization Headers (8) Body Scripts Tests Settings

Auth Type

-..O.i--.....----....-.--....4 @ E‘A

Bearer Token

The authorization header will
be automatically generated
when vou send the reauest.

Body ') 200 OK 7 ms
{} JSON v [ Preview {9 Visualize v
O |
"email": "admin@example.com",

Wad®is A
"username": "admin"
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Testando a rota protegida com JWT no Postman

list_users

localhost:5000/users

Params Authorization Headers (8) Body Scripts

Auth Type

[ B R RN EE R RN ENERENRESENEERERNENNNDRJ.] <':__:'_> EA

Bearer Token

The authorization header will
be automatically generated

when vou send the reauest.

Body L) 4071 UNAUTHORIZED 4 ms 209 B 2 Save Response eeo

—

—

{}JSON v [> Preview {9 Visu: =) (O &

1 3

"msg": "Token has e
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minutos, mas ha a possibilidade de implementar o uso
. lcahostsooousers — de refresh tokens, permitindo que o usuario obtenha
um novo token de acesso sem precisar refazer o login.

Params Authorization Headers (8) Body SCripts CHE setlings

Testando a rota protegida com JWT no Postman

Auth Type

[ [ B R RN EE R RN ENERENRESENEERERNENNNDRJ.] @) L-ujl]

Bearer Token

The authorization header will
be automatically generated
when vou send the reauest.

Body D) 401 UNAUTHORIZED 4 ms

{} JSON v [> Preview
1

§
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1. Bloqueie a rota de criacao de usuarios.
2. Garanta que apenas usuarios autenticados possam acessar esta rota.

3. Utilize o Postman para autenticar como administrador e cadastrar um
novo usuario.

4. Verifique se 0 acesso aos endpoints protegidos funciona corretamente com
o login recém-criado.
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